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Executive Summary 

Microsoft® Systems Center Configuration Manager 2007 is an easy-to-use solution that helps you efficiently deploy 
servers in your data center. You can also use it to manage configuration changes and system updates, including 
performing completely automated deployments of full server configurations, and deploying required updates 
during configured Maintenance Windows to ensure SLA compliance while maintaining a fully updated and 
protected data center. 

Lƴ ǘƘƛǎ ǇŀǇŜǊΣ ȅƻǳΩƭƭ ŦƛƴŘ ŀ ǎŎŜƴŀǊƛƻ ŘŜǎŎǊƛōƛƴƎ Ƙƻǿ WŀƴŜ Doe, the manager and technical lead for the Contoso 
ŎƻǊǇƻǊŀǘŜ Řŀǘŀ ŎŜƴǘŜǊΣ ǳǎŜǎ /ƻƴŦƛƎǳǊŀǘƛƻƴ aŀƴŀƎŜǊ нллт ǘƻ ŀǳǘƻƳŀǘŜ Ŧǳƭƭ ǎŜǊǾŜǊ ŘŜǇƭƻȅƳŜƴǘǎΦ ¸ƻǳΩƭƭ ǊŜŀŘ Ƙƻǿ 
Configuration Manager 2007 helps her make sure that the Contoso data center is fully updated, and how Desired 
Configuration Management helps her identify and correct any server configuration drift, ensuring she meets all her 
regulatory compliance requirements. 
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Overview 

Microsoft® System Center Configuration Manager 2007, formerly known as Microsoft® Systems Management 
Server 2003 (SMS), integrates with the other members of the System Center family of IT management solutions. 
Configuration Manager 2007 provides the data center with the configuration and deployment management 
solution it needs to drive productivity and efficiency by reducing manual tasks and maximizing hardware and 
software investments.  

Scenario 

Jane Doe is the manager and technical lead for the Contoso corporate data center. The data center has 150 
ǎŜǊǾŜǊǎΣ ŀƴŘ ƛǎ ŜȄǇŜǊƛŜƴŎƛƴƎ ǎƛƎƴƛŦƛŎŀƴǘ ƎǊƻǿǘƘ ŀǎ ǘƘŜ ŎƻƳǇŀƴȅΩǎ ²Ŝō ǇǊŜǎŜƴŎŜ ƛǎ ŜȄǇŀƴŘƛƴƎ ǊŀǇƛŘƭȅΦ /ƻƴǘƻǎƻ 
expects to double its number of servers over the next year, but they also want to consolidate workloads on 
existing servers to better use their resources. Currently many servers are underutilized. The expectation is that 
some of that consolidation will move specific workloads to virtualized servers, while other workloads will become 
additional roles on existing servers. For managing her virtualized computers, Jane is already evaluating Microsoft® 
System Center Virtual Machine Manager (VMM) 2007. 

Not Just for Clients Any More 

SMS is an industry-leading solution for enterprise management services, including software distribution, inventory, 
software update, configuration management, and operating system deployment. Large enterprises have used SMS 
with the Operating System Deployment Feature Pack to completely design and automate their Microsoft® 
Windows® client deployments, providing a consistent, predictable, and highly manageable deployment scenario. 
Configuration Manager 2007 extends this to provide the benefits of standardized operating system deployment to 
the deployment of Windows Server® in the data center. Using Configuration Manager 2007, Jane Doe, our typical 
data center administrator, now has the ability to rapidly and consistently roll out new servers, knowing that the 
servers have a predictable configuration that is completely up-to-date and that have the desired roles and features 
installed. 

¦ǎƛƴƎ /ƻƴŦƛƎǳǊŀǘƛƻƴ aŀƴŀƎŜǊ нллтΩǎ ŎƻƳǇƭŜǘŜƭȅ ŎǳǎǘƻƳƛȊŀōƭŜ ¢ŀǎƪ {ŜǉǳŜƴŎŜǊΣ WŀƴŜ ƛǎ ŀōƭŜ ǘƻ ŘŜǎƛƎƴ ŀ ǎǘŀƴŘŀǊŘ 
server build that she Ŏŀƴ ŘŜǇƭƻȅ ŀŎǊƻǎǎ /ƻƴǘƻǎƻΩǎ Řŀǘŀ ŎŜƴǘŜǊΦ ¦ǎƛƴƎ ǘƘŜ ¢ŀǎƪ {ŜǉǳŜƴŎŜ 9ŘƛǘƻǊΣ ǎƘŜ ōǳƛƭŘǎ ŦƛǊǎǘ ƘŜǊ 
standard deployment baseline, and then adds additional functions and packages designed for specific workloads. 
Using Microsoft® Windows® Deployment Services and Configuration Manager Operating System Deployment 
(OSD), Jane can go from a server with no operating system at all to a fully deployed, updated, and functioning 
computer running Windows Server by just plugging in the server and connecting it to the network. 

After that server is up and deployed, Jane uses the new Desired Configuration Management (DCM) feature of 
Configuration Manager 2007 to build a dynamic baseline configuration for her core server workloads and to 
monitor compliance to that baseline. When a server drifts from the desired configuration, she is alerted and can 
take the appropriate steps to quickly bring the server back into compliance without impacting other workloads.  

The addition of Maintenance Windows as part of Configuration Manager 2007 gives Jane the control to be assured 
that any required updates to a server will fit within the Service Level Agreement (SLA) imposed limits for 
maintenance. She has the ability to group servers by role and function, and use rolling windows to ensure that all 
updates are done in a timely manner and completed during the prescribed Maintenance Window. 

Configuration Manager 2007 builds on the SMS tradition of efficient inventory management by extending to full 
asset management with the addition of Asset Intelligence. With Asset Intelligence, Jane has a complete, 
comprehensive asset inventory that allows her to plan and design future server deployments across the data 
center. With the software usage metering and license management capabilities, she is able to see when 
designated server loads rise, and anticipate the need for additional servers to handle that load. Plus with the 
thorough vulnerability assessment capabilities that are part of Configuration Manager 2007, she can quickly spot 
potential issues when a new vulnerability is identified and plan her response. 



SYSTEM CENTER CONFIGURATION MANAGER 2007 AND THE DATACENTER 

2 

 

The System Center site database is the underlying repository of historical and asset management data that enables 
both compliance reporting for DCM and asset tracking and status information over time.  

ITIL and MOF Lifecycle 

The IT Infrastructure Library (ITIL) describes IT industry best practices and standards and is globally acknowledged 
as providing a sound basis and de facto standard for IT service management. The Microsoft® Operations 
Framework (MOF) provides the specific, prescriptive guidance for managing Microsoft technologies within a 
ŎǳǎǘƻƳŜǊΩǎ ŜƴǾƛǊƻƴƳŜƴǘ ǘƻ ƳŜŜǘ ǘƘŜ ǎǘŀƴŘŀǊŘǎ ŦƻǊ L¢L[Φ  

The ITIL lifecycle includes Planning, Building, Deploying, and Operations quadrants to describe the various tasks 
and roles that Jane has to handle as part of daily life in the data center. MOF shifts this to: Changing, Operating, 
Supporting, and Optimizing quadrants in a continuous lifecycle. The Configuration Manager 2007 component of 
the System Center family of solutions provides tools that help with all four quadrants of the ITIL lifecycle.  

Microsoft is committed to providing both the guidance and the tools to help data centers use ITIL best practices to 
reduce costs, increase service levels, and deliver demonstrated business value. This requires continuous 
improvement that depends on addressing people and process as well as technology. Configuration Manager 2007 
is an important tool to help Jane improve daily life in the data center.  

Path to Dynamic Systems 

The Microsoft System Center vision is one of fully dynamic systems where IT becomes a key business asset. 

 

 
Figure 1. The Infrastructure Optimization Model 
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Configuration Manager 2007 is an important solution on the path to a dynamic systems environment in the data 
center. Using Configuration Manager, Jane can plan, build, deploy, and operate the data center more efficiently. By 
automating server builds and deployments, Jane is able to provide a consistent and predictable server 
environment and use the knowledge learned across the entire data center. By clearly understanding what assets 
she has, what their current security state is, and what their status is, shŜΩǎ ŀōƭŜ ǘƻ ǊŜŀƭƛƎƴ ǿƻǊƪƭƻŀŘǎ ŀƴŘ ǊŜǎǇƻƴŘ 
to attack vectors.  

WŀƴŜ Ƙŀǎ ŎǊƛǘƛŎŀƭ {ŜǊǾƛŎŜ [ŜǾŜƭ !ƎǊŜŜƳŜƴǘǎ ό{[!ǎύ ǘƘŀǘ ǎƘŜ ƛǎ ƧǳŘƎŜŘ ƻƴΣ ŀƴŘ ǘƘŀǘ ŘƛǊŜŎǘƭȅ ŀŦŦŜŎǘ /ƻƴǘƻǎƻΩǎ 
ǇŜǊŦƻǊƳŀƴŎŜ ŀƴŘ ŎƻǎǘǎΦ .ȅ ǳǎƛƴƎ /ƻƴŦƛƎǳǊŀǘƛƻƴ aŀƴŀƎŜǊΩǎ aŀƛƴǘŜƴŀƴŎŜ ²ƛƴŘƻǿǎ ŦƻǊ ǎƻŦǘǿŀre deployment and 
updates, combined with DCM compliance reporting, she is assured of being able to meet her SLAs.  

Using Configuration Manager 2007 to manage server configurations in your data center is an important step in the 
process of making your data center IT infrastructure a key strategic asset, providing real value to your customers 
with highly efficient and cost effective systems.  

Lƴ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ǎŜŎǘƛƻƴǎ ǿŜΩƭƭ ŜȄŀƳƛƴŜ Ƙƻǿ /ƻƴŦƛƎǳǊŀǘƛƻƴ aŀƴŀƎŜǊ нллт ƳŀǘŎƘŜǎ ǘƻ ǘƘŜ ŦƻǳǊ L¢L[ ǉǳŀŘǊŀƴǘǎ ǘƻ 
help Jane manage the Contoso data center. 
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Planning 

To prepare for the expected growth at Contoso, Jane realizes that her team needs to identify what their current 
resources are, and what level of utilization they have. They also need to identify compatible workloads and 
application compatibilities. This will help the team identify which workloads can be consolidated, and which 
workloads and roles need to remain on discrete servers. 

Current Inventory 

¢ƘŜ ŦƛǊǎǘ ǎǘŜǇ ƛƴ WŀƴŜΩǎ ǇƭŀƴƴƛƴƎ ǊŜǉǳƛǊŜǎ ƘŜǊ ǘŜŀƳ ǘƻ ƘŀǾŜ ŀ ŎƭŜŀǊ understanding of what they currently have. After 
installing Configuration Manager 2007, her team deploys the hardware and software inventory agents across the 
Contoso data center. 

Discovery 

Configuration Manager 2007 uses several methods to discover the computers on the site. Microsoft® Active 
Directory® Domain Services are used to locate servers that are joined to the Contoso domain. 

 

Other choices for discovery of computers and devices on the network include network discovery of DHCP clients, 
and SNMP-enabled devices. In addition, after the Configuration Manager 2007 agent is installed on a computer, it 
will send a periodic heartbeat to Configuration Manager 2007. 

Figure 2. Configuration Manager 2007 uses Active Directory as one 
discovery method 
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Agent Deployment 

After computers are discovered on the network, Configuration Manager can deploy a client agent to the 
computers to assist in management. This client has multiple agents that can be enabled or disabled as appropriate. 
The client can be deployed using a variety of methods, including Group Policy, logon scripting, image based 
ƛƴǎǘŀƭƭŀǘƛƻƴΣ {ƻŦǘǿŀǊŜ ¦ǇŘŀǘŜ tƻƛƴǘ ό{¦tύ ŀƴŘ /ƭƛŜƴǘ tǳǎƘΣ ōǳǘ WŀƴŜΩǎ ǘŜŀƳ ǳǎŜǎ ǘǿƻ ŀǳǘƻƳŀǘƛŎ ŘŜǇƭƻȅƳŜƴǘ 
methods primarily : Software Update Point (SUP) Client Installation and Client Push installation to ensure that all 
servers in the data center have the necessary client installed. 

The SUP Client Installation requires that a server running Microsoft® Windows Server® Update Services (WSUS) be 
configured as a software update point for the site, and that the server must be running WSUS 3.0 or later. When 
SUP Client Installation is used, the agents that are enabled on the computer are advertised and deployed as regular 
Windows Updates. 

Client Push Installaǘƛƻƴ ŘƻŜǎƴΩǘ ǊŜǉǳƛǊŜ ŀ ŎƻƴŦƛƎǳǊŜŘ {¦tΣ ŀƭƭƻǿƛƴƎ ȅƻǳ ǘƻ ǳǎŜ ƛǘ ǘƻ ǇǳǎƘ ǘƘŜ ŎƭƛŜƴǘ ŀƎŜƴǘ Řƻǿƴ ǘƻ 
computers running in workgroups. You can provide multiple installation account credentials, and Configuration 
Manger 2007 will try them in order until it finds one that works. 

Client Agents 

Configuration Manager 2007 has multiple agents that Jane can enable on computers and devices in her data center 
to give her complete control over it. These agents are: 

¶ Hardware Inventory Client Agent 

¶ Software Inventory Client Agent 

¶ Desired Configuration Management Client Agent 

¶ Device Client Agent 

¶ Remote Tools Client Agent 

¶ Network Access Protection Client Agent 

¶ Software Metering Client Agent 

¶ Software Updates Client Agent 

Inventory Reporting (Asset Management) 

Traditionally, SMS provided simple but comprehensive inventory reporting capabilities that Jane used to track the 
ŀǎǎŜǘǎ ƛƴ /ƻƴǘƻǎƻΩǎ Řŀǘŀ ŎŜƴǘŜǊΦ /ƻƴŦƛƎǳǊŀǘƛƻƴ aŀƴŀƎŜǊ нллт ŜȄǘŜƴŘǎ ǘƘŜǎŜ ŎŀǇŀōƛƭƛǘƛŜǎ ōȅ ŀŘŘƛƴƎΥ 

¶ Asset Intelligence integration 

¶ Licensing information 

¶ Additional hardware information 

¶ Application installation and usage 

¶ Asset change and tagging 

Asset Intelligence 

AssetMetrix was acquired by Microsoft in April 2006, and Configuration Manager 2007 integrates the capabilities 
acquired in the acquisition to extend its asset management capabilities. The Asset Intelligence module of 
Configuration Management adds enhanced software usage metering, license management, security state 
assessment and verification, and hardware configuration, including hardware recalls. Asset IntŜƭƭƛƎŜƴŎŜΩǎ 
ŀǎǎƻŎƛŀǘƛƻƴ ƻŦ ōǳǎƛƴŜǎǎ ǘŜǊƳƛƴƻƭƻƎȅ ŀƴŘ ƳŜŀƴƛƴƎŦǳƭ ǎƻŦǘǿŀǊŜ ŎŀǘŜƎƻǊƛŜǎ ǘƻ ǘŜŎƘƴƛŎŀƭ ƛƴǾŜƴǘƻǊȅ ŀǎǎƛǎǘǎ WŀƴŜΩǎ 
efforts to control server configuration. 
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WMI Provider 

Configuration Manager 2007 includes a new Windows Management Instrumentation (WMI) provider (first 
introduced in SMS 2005 SP3) that extends the information that can be collected from each computer or device 
being managed to include information about the applications installed and their configuration. Jane uses this new 
provider to get a clear picture of what applications are installed on which servers in her current environment. This 
is the first step in deciding on server consolidation.  

The WMI provider also provides information on all applications that start automatically when Windows starts or a 
logon occurs.  

Licensing Information 

With a large and rapidly growing data center, Jane has found tracking the licensing information for the servers in 
the Contoso data center a challenge. She now uses the licensing information collected and reported on by 
Configuration Manager 2007 to track the licenses for Microsoft products used by a server or collection of servers, 
and view how those licenses compare with those purchased. Unfortunately, she still has to track third-party 
licenses manually, since only Microsoft licenses are tracked as part of the initial release of Configuration Manager 
2007.  

Hardware Information 

/ƻƴŦƛƎǳǊŀǘƛƻƴ aŀƴŀƎŜǊ нллт ŀŘŘǎ ǎƛƎƴƛŦƛŎŀƴǘƭȅ ǘƻ WŀƴŜΩǎ ŀōƛƭƛǘȅ ǘƻ ǘǊŀŎƪ ŀƴŘ ƳŀƴŀƎŜ ǘƘŜ ƘŀǊŘǿŀǊŜ ƛƴ ǘƘŜ /ƻƴǘƻǎƻ 
data center, including information about USB devices connected to a computer and the age of its processor.  

Configuration Manager 2007, through the Asset Intelligence integration, also has the ability to report on the 
hardware configuration of a server or collection of servers, and proactively report on hardware recalls and alerts.  

Application Installation and Usage 

Jane uses Configuration Manager 2007 to gather information on applications installed on each server, including 
version, installation date, location, language, and the install source. She is also able to tell when an executable was 
last run using the new metering agent. This information helps her get a clearer picture of the resources on each 
server and where she can consolidate server workloads. 

Asset Changes and Tagging 

Configuration Manager 2007 stores a summary of all the changes to computer assets in the site database. This 
summary table gives Jane a quick view of where the deltas are located in the Contoso data center. This lets her 
quickly answer an important troubleshooting question when there are problemsτά²Ƙŀǘ Ƙŀǎ ŎƘŀƴƎŜŘ ǊŜŎŜƴǘƭȅΚέ 
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Building 

After Jane has a clear understanding of what is on the Contoso data center network, and has planned what her 
team needs to do, she is ready to build new (and reprovisioned) servers for the data center. Her team will need to 
decide what the needs are for servers in each role in the data center, and how servers that have combined roles 
will affect that. They need to build a Bill of Materials (BOM) for the servers. To build that BOM for their servers, 
WŀƴŜΩǎ ǘŜŀƳ ǳǎŜǎ /ƻƴŦƛƎǳǊŀǘƛƻƴ aŀƴŀƎŜǊ нллт hǇŜǊŀǘƛƴƎ {ȅǎǘŜƳ 5ŜǇƭƻȅƳŜƴǘ όh{5ύΦ h{5 ƛƴŎƭǳŘŜǎ ƛƳŀƎŜ 
management capability, the task sequencer, and a driver catalog, as well as Windows Pre-Execution (WinPE)-based 
boot support. Originally introduced for SMS 2003 as a Feature Pack, OSD is significantly enhanced and improved in 
Configuration Manager 2007, and fully supports deployment of all clients and servers running Microsoft® 
Windows® 2000 and later versions of Windows. 

Using OSD, Configuration Manager 2007 can easily and efficiently deploy standard server configurations across the 
data center, complete with all current service packs and updates, and a standard set of applications. A key point 
for data center deployments is that data centers can use a single tool to manage all their Windows deployments: 
Configuration Manager 2007 offers full support for Microsoft® Windows® 2000 Server and later Windows Server 
versions. Support for Windows Server® 2008 is scheduled for Configuration Manager 2007 Service Pack 1. Jane can 
deploy to new servers, either updating or replacing OEM builds, or installing the operating system and applications 
from scratch on servers with no operating system installed. OSD uses a standard image, and installs drivers as 
required from the driver catalog. 

Image Builds 

¢ƘŜ ǎǘŀǊǘƛƴƎ Ǉƻƛƴǘ ŦƻǊ WŀƴŜΩǎ ǘŜŀƳ ƛǎ ōǳƛƭŘƛƴƎ ŀ ǎŜǘ ƻŦ ǊŜŦŜǊŜƴŎŜ ƛƳŀƎŜǎ ŦƻǊ ǘƘŜ ǎŜǊǾŜǊǎ ǘƘŀǘ ǿƛƭƭ ōŜ ǊŜǉǳƛǊŜŘ ƛƴ ǘƘŜ 
data center. Images have been a significant pain point for the team in the past, with the team facing two 
unsatisfactory choices. Either they could build images that included every possible driver that might be needed in 
the image, making it large and unwieldy, or they had to have different images for each possible hardware 
variation. This has been particularly troublesome for server images with their redundant array of independent 
disks (RAID) requirements and the issues of deploying servers that use a storage area network (SAN) instead of 
local disks. Jane is enthusiastic, hoǿŜǾŜǊΣ ŀōƻǳǘ /ƻƴŦƛƎǳǊŀǘƛƻƴ aŀƴŀƎŜǊ нллтΩǎ ŀōƛƭƛǘȅ ǘƻ ƳŀƪŜ ŀ ǎŜǘ ƻŦ ŘǊƛǾŜǊ 
packages and a driver catalog available that allows her to build a simple generic image and have drivers 
automatically pulled in during the build as necessary.  

Jane has faced another problem in trying to rationalize and manage images in the Contoso data centerτhow to 
manage different server roles and applications. She had no good way to handle this management task without 
having a large and unwieldy library of possible images, each with a different set of software and roles, or by 
lengthy, manual, post-deployment installations and configuration. The new Task Sequencer in Configuration 
Manager 2007, however, gives her the ability to quickly and simply build a set of pre-image and post-image tasks 
into a single sequence that handles the installation and configuration. Images for OSD use the Windows Image 
Format (WIM). 

Task Sequencer 

The new Task Sequencer in Configuration Manager 2007 is a powerful but easy-to-use tool that gives Jane and her 
team a way to easily configure and automate the steps to build a new server. The Task Sequencer can also be used 
to automate the steps necessary to capture the original operating system reference image. Task sequences can be 
duplicated, edited, and exported or imported making it easy for Jane to build a library of standard task sequences 
that cover the standard builds used in the Contoso data center.  In addition, each step in the Task Sequence 
ǊŜǇƻǊǘǎ ǎǘŀǘǳǎ ǿƘŜƴ ƛǘ ŎƻƳǇƭŜǘŜǎΣ ŀƭƭƻǿƛƴƎ WŀƴŜΩǎ ǘŜŀƳ ǘo quickly report the status of builds while reducing the 
time it takes to resolves issues when problems occur. 

The Task Sequencer has more than two dozen built-in actions, while supporting custom actions that use a script or 
executable.  An important point ŦƻǊ WŀƴŜΩǎ ǘŜŀƳ ƛǎ ǘƘŀǘ ǘƘŜ ¢ŀǎƪ {ŜǉǳŜƴŎŜǊ ƛǎ ŎƻƳǇƭŜǘŜƭȅ ǎŎǊƛǇǘ ŀƎƴƻǎǘƛŎΦ ¢ƘŜȅ Ŏŀƴ 
ǳǎŜ ŜȄƛǎǘƛƴƎ aƛŎǊƻǎƻŦǘϯ ±ƛǎǳŀƭ .ŀǎƛŎϯ ǎŎǊƛǇǘǎ ƴƻǿΣ ŀƴŘ ƳƻǾŜ ǘƻ aƛŎǊƻǎƻŦǘ ²ƛƴŘƻǿǎ tƻǿŜǊ{ƘŜƭƭϰ ŀǎ ǘƘŜȅ ŘŜǾŜƭƻǇ 
new scripts. 
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Figure 3. A typical Task Sequence 

Driver Catalog 

The Configuration Manager 2007 Driver Catalog gives Jane great flexibility and power in moving the Contoso data 
center to automated deployment of server images. As new and updated drivers are available for the hardware in 
the Contoso data center, Jane simply adds them to the driver catalog and updates the driver packages to point to 
new drivers. 
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This flexibility to have updated drivers available for all the hardware that is used in the data center without having 
to build system-specƛŦƛŎ ƛƳŀƎŜǎ ƎƛǾŜǎ WŀƴŜΩǎ ǘŜŀƳ ƛƳǇƻǊǘŀƴǘ ŦƭŜȄƛōƛƭƛǘȅ ƛƴ ǘƘŜ ŎƘƻƛŎŜ ƻŦ ǎŜǊǾŜǊǎ ŦƻǊ ŀ ƎƛǾŜƴ ǿƻǊƪƭƻŀŘ 
in the data center. Jane has a single base server image for all her servers. But from that she builds multiple servers, 
each with different configurations of operating system and software packages for different workloads, giving her a 
consistent, highly flexible, and yet fully automated approach to server deployment. 
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Deploying 

Using Configuration Manager 2007 for automating the deployment of servers saves time, saves resources, and 
ensures that a consistent, repeatable, and managed process is used in the data center. Configuration Manager 
2007 provides full support for automated deployment of computers running Windows 2000 Server and Microsoft® 
Windows Server® 2003, including both 32-bit and x64 architectures. Windows Server 2008 support will be included 
in Configuration Manager 2007 SP1, with additional abilities including support for Server Roles and Role Services. 

Attempting to automate the deployment of computers running Windows Server in the data center has been a 
major pain point for Jane and her Contoso data center staff. The existing tools are designed for Windows-based 
ŎƭƛŜƴǘ ǎȅǎǘŜƳǎ ŀƴŘ ƘŀǾŜƴΩǘ ǇǊƻǾƛŘŜŘ ǘƘŜ ŦƭŜȄƛōƛƭƛǘȅ ƴŜŜŘŜŘ ǘƻ ƘŀƴŘƭŜ ǘƘŜ ŘƛŦŦŜǊŜƴǘ ǊŜquirements of data center 
servers. The addition of flexible driver packages and the new Task Sequencer make automating deployments in the 
data center a compelling story for Jane: she now has the ability to perform deployments to servers with no 
operating system installed, integrated deployments, and even fully offline deployments using removable media. 
Pre-Boot eXecution Environment (PXE) boot support and Windows DS integration make full deployment of servers 
that have no operating system installed simply a matter of plugging in the server and turning it on. 

Deploying With No Operating System 

Deploying new servers often requires installing a new operating system on a computer that has no operating 
system at all. Traditionally, this has required either OEM preinstallation, or a technician to insert removable media. 
PXE-enabled network interface cards (NICs) allow for direct deployment of the operating system. 

Operating System Deployment 

Using Configuration Manager 2007 OSD and Task Sequencer, Jane can easily and efficiently deploy standard server 
configurations across the data center, complete with all current service packs and updates, and a standard set of 
applications or roles. 

Figure 4. Server Deployment Architecture 
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A key reason for Jane to move to Configuration Manager 2007 is that it lets her use a single tool to manage all of 
/ƻƴǘƻǎƻΩǎ ²ƛƴŘƻǿǎ-based deployments, because it offers full support for Windows 2000 Server, Windows Server 
2003, and Windows Server 2008 across both 32-bit and x64 architectures. 

Configuration Manager 2007 fully supports deploying to new servers, either preinstalled with OEM builds or with 
ƴƻ ƻǇŜǊŀǘƛƴƎ ǎȅǎǘŜƳ ƛƴǎǘŀƭƭŜŘΣ ƎƛǾƛƴƎ WŀƴŜΩǎ ǘŜŀƳ ǘƘŜ ŦƭŜȄƛōƛƭƛǘȅ ǘƻ ǳǎŜ ŀ ǎǘŀƴŘŀǊŘ ƛƳŀƎŜ ŀƴŘ ŀŘŘ ŘǊƛǾŜǊǎ ŀǎ 
necessary using the Driver Catalog. 

Integration with WDS for PXE Deployment 

For servers that are deployed with no operating system at all, Jane uses the OSD integration with Windows DS to 
deploy to PXE-enabled NICs. Windows DS, available as an update to Windows Server 2003, and included in 
Windows Server 2008, uses TFTP to deploy the WinPE image to the target servers. WinPE then retrieves the task 
sequence defined for the server along with the published operating system and does the deployment. 

Configuration Manager 2007 gives Jane the ability to preload PXE policies for new servers by MAC address or 
System Manager Universally Unique Identifier (SMBIOS UUID). She lists each new server by MAC address in a 
Microsoft® Office Excel® spreadsheet and then exports the spreadsheet to a comma-separated values (CSV) file. 
The CSV file is then imported directly into Configuration Manager 2007. 

Offline Deployment 

Jane also has the ability to perform completely or partially offline deployment of servers. This allows her to easily 
use her investments in the main Contoso data center to deploy servers to satellite data centers and even the small 
branch offices that she is responsible for. Where there is a low bandwidth connection or no connection at all, she 
can do a fully offline deployment. She knows she ǿƻƴΩǘ ƘŀǾŜ ǎǘŀǘǳǎ ǊŜǇƻǊǘƛƴƎΣ ōǳǘ ǎǘƛƭƭ Ƙŀǎ ŀƭƭ ǘƘŜ ŀŘǾŀƴǘŀƎŜǎ ƻŦ ŀ 
standard and automated deployment, with everything done from the removable media. Supported media include 
CD-ROM sets, DVD, and USB flash drive. 

Standard and Consistent Deployment Result 

AǳǘƻƳŀǘƛƴƎ ǘƘŜ ǎŜǊǾŜǊ ŘŜǇƭƻȅƳŜƴǘ ƻŦ /ƻƴǘƻǎƻΩǎ Řŀǘŀ ŎŜƴǘŜǊ ƎƛǾŜǎ WŀƴŜ ǘƘŜ ŀǎǎǳǊŀƴŎŜ ƻŦ ŀ ǎǘŀƴŘŀǊŘ ŀƴŘ ŎƻƴǎƛǎǘŜƴǘ 
ǊŜǎǳƭǘΦ .ȅ ǳǎƛƴƎ /ƻƴŦƛƎǳǊŀǘƛƻƴ aŀƴŀƎŜǊ нллт ǘƻ ŘŜǇƭƻȅ /ƻƴǘƻǎƻΩǎ ǎŜǊǾŜǊǎΣ WŀƴŜ ƪƴƻǿǎ ǘƘŀǘ ǘƘŜȅ ƘŀǾŜ ōŜŜƴ ōǳƛƭǘ ǘƻ 
a predictable and repeatable standard. This simplifies maintenance and troubleshooting, reduces down time, and 
gives her a consistently high quality across the data center. 

Deploying Applications 

Using Configuration Manger 2007 to deploy servers in the Contoso data center lets Jane include standard 
applications as part of the task sequence used to build the servers, extending the predictability and consistency 
beyond the operating system to the applications that are installed on it, and how they are configured. 

Deploying Drivers 

By using driver packages with the Contoso OSD deployments, Jane is assured of a consistent and up-to-date driver 
footprint in Contoso images. She updates the Driver Catalog separately from the operating system and application 
images, allowing her to easily include critical driver updates without requiring a complete rebuild of the images. 
WŀƴŜ ŘƻŜǎƴΩǘ ŜǾŜƴ ƘŀǾŜ ǘƻ ǘƻǳŎƘ ǘƘŜ ƛƳŀƎŜǎ ŀǘ ŀƭƭτǘƘŜȅΩƭƭ ŀǳǘƻƳŀǘƛŎŀƭƭȅ ƎŜǘ ǘƘŜ ƴŜǿ ŘǊƛǾŜǊ ŘǳǊƛƴƎ ŀ ōǳƛƭŘΦ 
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Operating 

There are many challenges that Jane faces in the daily operatioƴ ƻŦ /ƻƴǘƻǎƻΩǎ Řŀǘŀ ŎŜƴǘŜǊΦ WŀƴŜ ǳǎŜǎ /ƻƴŦƛƎǳǊŀǘƛƻƴ 
Manager 2007 to help manage her operations more efficiently. The two biggest operating challenges Jane faces 
are: 

¶ Software updates and distributionτkeeping the servers in the data center up-to-date with the latest updates 
and new software required, without impacting SLAs. 

¶ Server driftτensuring that servers are within compliance tolerances of their expected and desired 
configuration.  

Jane uses the software distribution capabilities of Configuration Manager 2007, which use WSUS to handle 
software updates, ensuring that updates only occur within defined Maintenance Windows to ensure that SLAs are 
met. (WSUS can be found at http://www.microsoft.com/technet/windowsserver/wsus/default.mspx.) 

To monitor and correct server drift, Jane uses the Desired Configuration Management (DCM) component of 
Configuration Manager 2007 to first create the configuration baseline for each class of server that describes where 
the servers should be, and then report on the compliance ƻŦ /ƻƴǘƻǎƻΩǎ ǎŜǊǾŜǊǎ ǘƻ ǘƘŜ ōŀǎŜƭƛƴŜǎΦ  

Software Update Management 

Contoso has traditionally used SMS for update management of clients, but the enhancements in Configuration 
Manager 2007 give Jane the tools she needs to manage updates in the data center. ¢ƘŜ ƪŜȅ ōŜƴŜŦƛǘǎ ŦƻǊ WŀƴŜΩǎ 
team are:  

¶ Fully updated deployments 

¶ Granular control of updates 

¶ Maintenance Windows 

¶ Binary delta replication 

Fully Updated Deployments 

.ŜŎŀǳǎŜ WŀƴŜ ǳǎŜǎ /ƻƴŦƛƎǳǊŀǘƛƻƴ aŀƴŀƎŜǊ нллт ǘƻ ŘŜǇƭƻȅ /ƻƴǘƻǎƻΩǎ ǎŜǊǾŜǊǎΣ ǎƘŜ ƛǎ ŀōƭŜ ǘƻ ensure they are 
deployed in a fully updated configuration. The WIM format used by OSD helps Jane ensure that images are 
maintained at current update levels without having to create new images for every change. Whether deploying a 
single server or an entire Web farm, the new servers are deployed securely and with all updates already applied. 
This not only reduces the initial deployment time, but ensures that no servers are deployed with vulnerabilities 
that then require the servers to have additional updating before they are protected. 

Granular Control of Updates 

¦ǎƛƴƎ /ƻƴŦƛƎǳǊŀǘƛƻƴ aŀƴŀƎŜǊ нллт ǘƻ ƳŀƴŀƎŜ ǘƘŜ ǳǇŘŀǘŜǎ ƻŦ /ƻƴǘƻǎƻΩǎ Řŀǘŀ ŎŜƴǘŜǊ ƎƛǾŜǎ WŀƴŜ Ŧǳƭƭ ƎǊŀƴǳƭŀǊ ŎƻƴǘǊƻƭ 
of which updates are applied to which servers. Only those updates that are actually required for a given server role 
need to be applied to the servers, minimizing the impact of updating. 

Maintenance Windows 

! ƳŀƧƻǊ ŎƻƴŎŜǊƴ ŦƻǊ WŀƴŜΩǎ ǘŜŀƳ ƛǎ ōŜƛƴƎ ŀōƭŜ ǘƻ ƪŜŜǇ ǎŜǊǾŜǊǎ ǳǇ-to-date without going outside their agreed 
maintenance period defined in the SLAs they have with their customers. This has traditionally required high levels 
of direct interaction, especially following monthly release dates. Configuration Manager 2007 gives Jane an 
important new toolτthe Maintenance Window. A Maintenance Window is an allowed period of time that 
Configuration Manager 2007 can use to perform configuration changes to a managed collection of computers. The 
Maintenance Window is a collection-ōŀǎŜŘ ǎŜǘǘƛƴƎ ǘƘŀǘ ŀǇǇƭƛŜǎ ǘƻ ǘƘŀǘ ŎƻƭƭŜŎǘƛƻƴΩǎ ƳŜƳōŜǊǎƘƛǇΦ .ȅ ƳŀƴŀƎƛƴƎ 
server collections, Jane has the ability to directly tie the frequency and duration of the Maintenance Window to 
her SLA for the collection. 
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A Maintenance Window has a fixed start and stop time. Configuration changes such as Software Distribution 
packages oǊ {ƻŦǘǿŀǊŜ ¦ǇŘŀǘŜǎ Ŏŀƴ ōŜ ŀǎǎƛƎƴŜŘ ŀ άƳŀȄǘƛƳŜέ ǾŀǊƛŀōƭŜ ǘƘŀǘ ŘŜǎŎǊƛōŜǎ ǘƘŜ ƳŀȄƛƳǳƳ ŀƳƻǳƴǘ ƻŦ ǘƛƳŜ 
an update will take, ensuring that an update will only be applied if it can complete within the assigned 
Maintenance Window, thus ensuring compliance with the terms of the SLA. During the Maintenance Window, the 
ŀǾŀƛƭŀōƭŜ ǘƛƳŜ ǊŜƳŀƛƴƛƴƎ ŦƻǊ ǳǇŘŀǘŜǎ ƛǎ ǊŜŎŀƭŎǳƭŀǘŜŘ ŀǎ ǳǇŘŀǘŜǎ ŀǊŜ ŀǇǇƭƛŜŘΣ ŜƴǎǳǊƛƴƎ ǘƘŀǘ ǘƘŜ ǿƛƴŘƻǿ ƛǎƴΩǘ 
exceeded. 

Updates are pre-staged to the managed computers prior to the Maintenance Window using traditional client 
distribution technologies. When the window begins, the Configuration Manager 2007 Software Updates Client 
Agent initiates the updates in the priority order prescribed. If any updates would exceed the allotted Maintenance 
Window, they are postponed until the next assigned Maintenance Window where they move to the top of the 
priority queue. 

Binary Delta Replication 

Finally, another important benefit for Contoso is that they are able to limit the size of transfers, and the network 
traffic that they impose, by using binary delta replication. This is especially important for the branch offices that 
Jane supports where the updates are staged down to the office using Background Intelligent Transfer Service 
(BITS).  

Figure 5. Configuring a Maintenance Window 
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Desired Configuration Management 

A major challenge in the Contoso data center is server driftτǘƘŜ ǘŜƴŘŜƴŎȅ ƻŦ ŀ ǎŜǊǾŜǊΩǎ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ǘƻ ŎƘŀƴƎŜ 
over time outside the bounds of expected and desired change. Jane uses the new Desired Configuration 
Management (DCM) to define configuration baselines for each collection of servers in the data center that identify 
required and prohibited configuration items (CIs). Jane then audits the servers across the data center for 
compliance. She is able to review server configuration changes on a near real-time basis, enabling rapid response 
to critical changes that require intervention, while monitoring and reporting over time for less critical drift. 

Benefits of DCM 

DCM is a core server management enabler ǘƘŀǘ ƎƛǾŜǎ WŀƴŜ ŀ ǘƻƻƭ ǘƻ ǳǎŜ ƘŜǊ ǘŜŀƳΩǎ L¢ ƪƴƻǿƭŜŘƎŜ ǘƻ ƛƴǘŜƭƭƛƎŜƴǘƭȅ 
ƳŀƴŀƎŜ /ƻƴǘƻǎƻΩǎ Řŀǘŀ ŎŜƴǘŜǊΦ 5/a ǎǘŀǊǘǎ ǿƛǘƘ ŀ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ōŀǎŜƭƛƴŜ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ŦƻǊ ŀ ƎǊƻǳǇΣ ǊƻƭŜΣ ƻǊ Ŏƭŀǎǎ ƻŦ 
servers in the data center. This baseline can be updated and versioned to maintain a clear picture of where those 
systems should be at any point in time. These baselines can also be nested, providing the ability to define a 
customized server role made up of several associated baselines. 

Monitor Configuration Drift 

WŀƴŜΩǎ ǘeam has a well-designed deployment strategy and infrastructure, and it does an excellent job of ensuring 
that servers are deployed and configured according to the best practices and regulatory requirements of Contoso. 
But, over time, the configurations have a tendency to drift from that initial deployment baseline. Some of that drift 
is intentional, as updates and new applications are installed on the servers. Other drift is an unintentional by-
product of normal activity. DCM gives Jane the ability to monitor that drift, and update the baselines to reflect 
intended changes. 

Assured Regulatory Compliance 

The Contoso Human Resources Department has stringent regulatory compliance requirements. Unrecognized and 
unreported server configuration drift can be a serious problem for those divisions if it results in being outside 
regulatory compliance. DCM, working with the site database and reporting capabilities of Configuration Manager 
2007, gives Jane the ability to accurately report on per computer and overall compliance to both regulatory and 
organizational standards. 

Assuring Correct Server Configuration 

Without a method for setting a clear baseline configuration, assuring correct server configuration was a difficult 
ŀƴŘ Ƴŀƴǳŀƭ ǇǊƻŎŜǎǎ ŦƻǊ WŀƴŜΩǎ ǘŜŀƳΦ !ŦǘŜǊ ŀ ǎŜǊver was deployed, the monitoring of changes was a time-
consuming manual process that consisted of passive comparison of registry settingsτa process fraught with 
problems and requiring both time and expertise to determine which changes mattered and which were safely 
ignored. 

¢ƘŜ ƴŜǿ /ƻƴŦƛƎǳǊŀǘƛƻƴ aŀƴŀƎŜǊ нллт ǘǊƻǳōƭŜǎƘƻƻǘƛƴƎ ǊŜǇƻǊǘǎ ǇǊƻǾƛŘŜ WŀƴŜΩǎ ǘŜŀƳ ǿƛǘƘ ŀ ǇǊƛƻǊƛǘȅ ǊŀƴƪŜŘ ǊŜǇƻǊǘ 
for every client that has reported problems, enabling the team to quickly resolve outstanding issues to return to 
full compliance.  

The SMS 2003 DCM Solution began the process of getting configuration management under control, but DCM in 
Configuration Manager 2007 drives this process forward, with a model-based and standards-based solution that 
has version control, derivation, integrated authoring, scheduling, evaluation, and the development of a knowledge 
ecosystem on which customers can build their corporate standards. DCM 2007 includes a conversion tool for those 
who have used the existing DCM Solution. 

How DCM Works 

Jane used DCM to build a configuration baseline as the root for each collection of servers. The configuration 
baseline is a type of configuration item (CI) that is built up out of other CIs. Each CI in the baseline is classified as 
required, optional, or prohibited. 
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Each configuration baseline can also be used to build additional configuration baselines, building up the final 
baseline a layer at a time. So, for example, Contoso has a Standard Server Baseline that applies to all servers in the 
data center. Any server that is also a Web server has a configuration baseline that includes the Standard Server 
Baseline plus Web-specific CIs. An accounting server, which runs both a Web application and Microsoft® SQL 
{ŜǊǾŜǊϰ нллрΣ ƎŜǘǎ ŀƴ ŀŘŘƛǘƛƻƴŀƭ ƭŀȅŜǊ ƻŦ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ōŀǎŜline, plus one that covers the special security 
requirements of an accounting server. 

 

Figure 6. Nesting of DCM baselines 

Configuration Items 

CIs are the basic units of a computer configuration that is managed by Configuration Manager 2007 and stored in 
the site database. CIs are built using the Service Modeling Language (SML). SML is built on XML standards and 
provides a rich set of constructs for modeling complex systems. CIs can be derived from other CIs, or duplicated 
from an existing CI and then edited. Derived CIs maintain a parent/child relationship, with changes to the parent CI 
being inherited by the child, but changes to the child CI are for that CI only. 

The CIs that Jane uses at Contoso come from a variety of sourcesτsome come from Microsoft, some from other 
software vendors. For internally developed line of business applications, the application developer created the CI 
ŦƻǊ ǘƘŜ ŀǇǇƭƛŎŀǘƛƻƴǎΦ !ƴŘ ǘƘŜǊŜ ŀǊŜ ǎƻƳŜ ǘƘŀǘ WŀƴŜΩǎ ǘŜŀƳ ŘƛǊŜŎǘƭȅ ŀǳǘƘƻǊŜŘ ǘƻ ƳŜŜǘ ǘƘŜƛǊ ǎǇŜŎƛŦƛŎ ƴŜŜŘǎΦ ¢ƘŜǊŜ ŀǊŜ 
four types of CIs that Configuration Manager 2007 uses: 

¶ Application CIτan Application CI describes an application that could be installed on a managed computer. 
That application can be required, optional, or prohibited. The Application CI describes the expected settings 
and configuration of the application. Application CIs can be authored by the application vendor and describe 
the best practices the vendor expects for its application. As with other CIs, an Application CI can be derived 
or inherited from another CI, allowing you to take a stock CI from an application vendor and customize it to 
your requirements. 
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¶ Operating System CIτthe Operating System CI describes the specific operating system and settings that 
could be installed on a managed computer. Installed features, roles, and role services can be part of the 
Operating System CI as well as the specific settings that are expected for the type of server it is. 

¶ General CIτǘƘŜ DŜƴŜǊŀƭ /L ƛǎ ǳǎŜŘ ǘƻ ŘŜǎŎǊƛōŜ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ƛǘŜƳǎ ǘƘŀǘ ŘƻƴΩǘ Ŧƛǘ ǿŜƭƭ ƛƴǘƻ ǘƘŜ ƻǘƘŜǊ ǘypes of 
CIs. Specific hardware characteristics, for example, could be described in a General CI. As with other CIs, the 
CI can be required as part of the baseline CI. 

¶ Software Updates CIτa Software Update CI describes a specific software update. This could be a service 
pack, a hotfix, or other update. The Software Update CI can describe updates for operating systems and 
applications. Software Update CIs can be required as part of the baseline CI. 

Configuration Baseline 

A configuration baseline is itself a CI, but a complex CI built up of other CIs. Like other CIs, it is versioned and 
updated to reflect the current expected baseline for a specific type or class of deployed server. 

Compliance Report 

Setting baselines in D/a ƎƛǾŜǎ WŀƴŜ ǘƘŜ ŀōƛƭƛǘȅ ǘƻ ƳƻƴƛǘƻǊ ŀƴŘ ǊŜǇƻǊǘ ƻƴ Ƙƻǿ ǿŜƭƭ /ƻƴǘƻǎƻΩǎ Řŀǘŀ ŎŜƴǘŜǊ ŎƻƳǇƭƛŜǎ 
with those baselines, and where the variances are.  

Figure 7. A configuration baseline 
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Conclusion 

Configuration Manager 2007 gives Jane Doe and her staff the configuration and deployment management solution 
they need to drive productivity and efficiency by reducing manual tasks and maximizing hardware and software 
investments. Jane now has the ability to deploy fully configured and updated Windows-based servers by simply 
plugging in the hardware and turning it on. The automated deployment of both full server configurations and 
ǊŜǉǳƛǊŜŘ ǳǇŘŀǘŜǎ ǘŀƪŜǎ ŀŘǾŀƴǘŀƎŜ ƻŦ ǘƘŜ ƴŜǿ ŦŜŀǘǳǊŜǎ ƛƴ h{5Σ ŀƴŘ h{5Ωǎ ƛƴǘŜƎǊŀǘƛƻƴ ǿƛǘƘ ²ƛƴŘƻǿǎ 5{Σ ǘƻ ǇǊƻǾƛŘŜ 
a flexible and convenient way to ensure a consistent and repeatable server deployment. Updates are deployed in 
Maintenance Windows to ensure SLA requirements are met, while maintaining a fully updated and protected data 
center.  

The Desired Configuration Management in Configuration Manager 2007 provides the ability to create and maintain 
baseline configurations for each group or class of server in your data center, and then report compliance against 
that baseline. This enables assured regulatory compliance reporting, and the ability to monitor and correct server 
drift from the desired configuration.  

The asset management capabilities of Configuration Manager 2007 have been enhanced by the addition and 
ƛƴǘŜƎǊŀǘƛƻƴ ƻŦ !ǎǎŜǘ LƴǘŜƭƭƛƎŜƴŎŜ ƛƴǘƻ /ƻƴŦƛƎǳǊŀǘƛƻƴ aŀƴƎŜǊ нллтΩǎ ƛƴǾŜƴǘƻǊȅ ƳŀƴŀƎŜƳŜƴǘ ŎŀǇŀōƛƭƛǘƛŜǎΣ ŀƭƻƴƎ ǿƛǘƘ 
additional functionality enabled by a new WMI provider.  

Overall, Configuration Manager 2007 is an important component in the process of helping Contoso to use ITIL 
guidelines and best practices to meet the challenges of their data center as it grows.  

 


