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Executive Summary

Microsoft® Systems Center Configuration Manager 2007 is an easy-to-use solution that helps you efficiently deploy
servers in your data center. You can also use it to manage configuration changes and system updates, including
performing completely automated deployments of full server configurations, and deploying required updates
during configured Maintenance Windows to ensure SLA compliance while maintaining a fully updated and
protected data center.
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Configuration Manager 2007 helps her make sure that the Contoso data center is fully updated, and how Desired

Configuration Management helps her identify and correct any server configuration drift, ensuring she meets all her

regulatory compliance requirements.
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SYSTEM CENTER CONFIGURATION MANAGER 2007 AND THE DATACENTER

Overview

Microsoft® System Center Configuration Manager 2007, formerly known as Microsoft® Systems Management
Server 2003 (SMS), integrates with the other members of the System Center family of IT management solutions.
Configuration Manager 2007 provides the data center with the configuration and deployment management
solution it needs to drive productivity and efficiency by reducing manual tasks and maximizing hardware and
software investments.

Scenario

Jane Doe is the manager and technical lead for the Contoso corporate data center. The data center has 150
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expects to double its number of servers over the next year, but they also want to consolidate workloads on

existing servers to better use their resources. Currently many servers are underutilized. The expectation is that

some of that consolidation will move specific workloads to virtualized servers, while other workloads will become

additional roles on existing servers. For managing her virtualized computers, Jane is already evaluating Microsoft®

System Center Virtual Machine Manager (VMM) 2007.

Not Just for Clients Any More

SMS is an industry-leading solution for enterprise management services, including software distribution, inventory,
software update, configuration management, and operating system deployment. Large enterprises have used SMS
with the Operating System Deployment Feature Pack to completely design and automate their Microsoft®
Windows® client deployments, providing a consistent, predictable, and highly manageable deployment scenario.
Configuration Manager 2007 extends this to provide the benefits of standardized operating system deployment to
the deployment of Windows Server® in the data center. Using Configuration Manager 2007, Jane Doe, our typical
data center administrator, now has the ability to rapidly and consistently roll out new servers, knowing that the
servers have a predictable configuration that is completely up-to-date and that have the desired roles and features
installed.
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standard deployment baseline, and then adds additional functions and packages designed for specific workloads.

Using Microsoft® Windows® Deployment Services and Configuration Manager Operating System Deployment

(OSD), Jane can go from a server with no operating system at all to a fully deployed, updated, and functioning

computer running Windows Server by just plugging in the server and connecting it to the network.

After that server is up and deployed, Jane uses the new Desired Configuration Management (DCM) feature of
Configuration Manager 2007 to build a dynamic baseline configuration for her core server workloads and to
monitor compliance to that baseline. When a server drifts from the desired configuration, she is alerted and can
take the appropriate steps to quickly bring the server back into compliance without impacting other workloads.

The addition of Maintenance Windows as part of Configuration Manager 2007 gives Jane the control to be assured
that any required updates to a server will fit within the Service Level Agreement (SLA) imposed limits for
maintenance. She has the ability to group servers by role and function, and use rolling windows to ensure that all
updates are done in a timely manner and completed during the prescribed Maintenance Window.

Configuration Manager 2007 builds on the SMS tradition of efficient inventory management by extending to full
asset management with the addition of Asset Intelligence. With Asset Intelligence, Jane has a complete,
comprehensive asset inventory that allows her to plan and design future server deployments across the data
center. With the software usage metering and license management capabilities, she is able to see when
designated server loads rise, and anticipate the need for additional servers to handle that load. Plus with the
thorough vulnerability assessment capabilities that are part of Configuration Manager 2007, she can quickly spot
potential issues when a new vulnerability is identified and plan her response.
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The System Center site database is the underlying repository of historical and asset management data that enables
both compliance reporting for DCM and asset tracking and status information over time.

ITIL and MOF Lifecycle

The IT Infrastructure Library (ITIL) describes IT industry best practices and standards and is globally acknowledged
as providing a sound basis and de facto standard for IT service management. The Microsoft® Operations

Framework (MOF) provides the specific, prescriptive guidance for managing Microsoft technologies within a
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The ITIL lifecycle includes Planning, Building, Deploying, and Operations quadrants to describe the various tasks
and roles that Jane has to handle as part of daily life in the data center. MOF shifts this to: Changing, Operating,
Supporting, and Optimizing quadrants in a continuous lifecycle. The Configuration Manager 2007 component of
the System Center family of solutions provides tools that help with all four quadrants of the ITIL lifecycle.

Microsoft is committed to providing both the guidance and the tools to help data centers use ITIL best practices to
reduce costs, increase service levels, and deliver demonstrated business value. This requires continuous
improvement that depends on addressing people and process as well as technology. Configuration Manager 2007
is an important tool to help Jane improve daily life in the data center.

Path to DynamicSystems

The Microsoft System Center vision is one of fully dynamic systems where IT becomes a key business asset.

Infrastructure Optimization Model

Managed and
consolidated IT
infrastructure
with extensive
automation.
Knowledge
captured and
reused.

The IOM journey frees resource and provides the

bet Cenl‘Er

Standardized

Business
Enabler

Rationalized

foundation for organizational agility

Figurel. The Infrastructure Optimization Model
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Configuration Manager 2007 is an important solution on the path to a dynamic systems environment in the data

center. Using Configuration Manager, Jane can plan, build, deploy, and operate the data center more efficiently. By

automating server builds and deployments, Jane is able to provide a consistent and predictable server

environment and use the knowledge learned across the entire data center. By clearly understanding what assets

she has, what their current security state is, and what their statusis,shS Q& 6t S (2 NBItA3Iy @2NJ
to attack vectors.
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updates, combined with DCM compliance reporting, she is assured of being able to meet her SLAs.

Using Configuration Manager 2007 to manage server configurations in your data center is an important step in the
process of making your data center IT infrastructure a key strategic asset, providing real value to your customers
with highly efficient and cost effective systems.
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help Jane manage the Contoso data center.
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Planning

To prepare for the expected growth at Contoso, Jane realizes that her team needs to identify what their current
resources are, and what level of utilization they have. They also need to identify compatible workloads and
application compatibilities. This will help the team identify which workloads can be consolidated, and which
workloads and roles need to remain on discrete servers.

Current Inventory
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installing Configuration Manager 2007, her team deploys the hardware and software inventory agents across the
Contoso data center.

Discovery

Configuration Manager 2007 uses several methods to discover the computers on the site. Microsoft® Active
Directory® Domain Services are used to locate servers that are joined to the Contoso domain.

Active Directory Security Group Discovery Prop i[

General | Foling Schedule |

¥ |

= Ackive Directory Security Group Discovery

v Enable Active Directory Security Group Discovery

Ackive Directary containers: | B | |

Distinguished Mame Recursive | Group
LDAP: ' DC=Contoso, DiC=com Yes Included

1| | B
] 4 I Cancel Apply | Help |

Figure2. Configuration Manager 2007 uses Active Directoryoas
discovery method

Other choices for discovery of computers and devices on the network include network discovery of DHCP clients,
and SNMP-enabled devices. In addition, after the Configuration Manager 2007 agent is installed on a computer, it
will send a periodic heartbeat to Configuration Manager 2007.
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Agent Deployment

After computers are discovered on the network, Configuration Manager can deploy a client agent to the

computers to assist in management. This client has multiple agents that can be enabled or disabled as appropriate.

The client can be deployed using a variety of methods, including Group Policy, logon scripting, image based
AyaalrttlraArazys {2F6GelFNB ! LIRFGS t2Ayd o6{!'t0v YR /fASyl t
methods primarily : Software Update Point (SUP) Client Installation and Client Push installation to ensure that all

servers in the data center have the necessary client installed.

The SUP Client Installation requires that a server running Microsoft® Windows Server® Update Services (WSUS) be
configured as a software update point for the site, and that the server must be running WSUS 3.0 or later. When
SUP Client Installation is used, the agents that are enabled on the computer are advertised and deployed as regular
Windows Updates.
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computers running in workgroups. You can provide multiple installation account credentials, and Configuration
Manger 2007 will try them in order until it finds one that works.

Client Agents

Configuration Manager 2007 has multiple agents that Jane can enable on computers and devices in her data center
to give her complete control over it. These agents are:
9 Hardware Inventory Client Agent
Software Inventory Client Agent
Desired Configuration Management Client Agent
Device Client Agent
Remote Tools Client Agent
Network Access Protection Client Agent
Software Metering Client Agent
Software Updates Client Agent

=A =4 =4 4 4 -4 4

Inventory Reporting (Asset Management)

Tradltlonally, SMS provided S|mple but comprehenswe mventory reportmg capabilities that Jane used to track the A
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9 Asset Intelligence integration
9 Licensing information
1 Additional hardware information
1 Application installation and usage
9 Asset change and tagging

Asset Intelligence

AssetMetrix was acquired by Microsoft in April 2006, and Configuration Manager 2007 integrates the capabilities

acquired in the acquisition to extend its asset management capabilities. The Asset Intelligence module of

Configuration Management adds enhanced software usage metering, license management, security state

assessment and verification, and hardware configuration, including hardware recalls. Asset IntSf £ A 3Sy 0SQa
Faa20AFGA2Yy 2F o0dzaAySaa GSN¥YAy2f23& YR YSIYyAy3ITFdzZ az27F
efforts to control server configuration.
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WMI Provider

Configuration Manager 2007 includes a new Windows Management Instrumentation (WMI) provider (first
introduced in SMS 2005 SP3) that extends the information that can be collected from each computer or device
being managed to include information about the applications installed and their configuration. Jane uses this new
provider to get a clear picture of what applications are installed on which servers in her current environment. This
is the first step in deciding on server consolidation.

The WMI provider also provides information on all applications that start automatically when Windows starts or a
logon occurs.

Licensing Information

With a large and rapidly growing data center, Jane has found tracking the licensing information for the servers in
the Contoso data center a challenge. She now uses the licensing information collected and reported on by
Configuration Manager 2007 to track the licenses for Microsoft products used by a server or collection of servers,
and view how those licenses compare with those purchased. Unfortunately, she still has to track third-party
licenses manually, since only Microsoft licenses are tracked as part of the initial release of Configuration Manager
2007.

Hardware Information

/ 2y FAIdzNF GA2Y alyFr3ASNIuwnnT FRRa aA3ayAFAOlIydte (2 WFHySQ;
data center, including information about USB devices connected to a computer and the age of its processor.

Configuration Manager 2007, through the Asset Intelligence integration, also has the ability to report on the
hardware configuration of a server or collection of servers, and proactively report on hardware recalls and alerts.

Application Installation and Usage

Jane uses Configuration Manager 2007 to gather information on applications installed on each server, including
version, installation date, location, language, and the install source. She is also able to tell when an executable was
last run using the new metering agent. This information helps her get a clearer picture of the resources on each
server and where she can consolidate server workloads.

Asset Changes ad Tagging

Configuration Manager 2007 stores a summary of all the changes to computer assets in the site database. This
summary table gives Jane a quick view of where the deltas are located in the Contoso data center. This lets her
quickly answer an important troubleshooting question when there are problemst 6 2 K| 4 Kl & OKI y3aSR NXBC
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Building

After Jane has a clear understanding of what is on the Contoso data center network, and has planned what her

team needs to do, she is ready to build new (and reprovisioned) servers for the data center. Her team will need to

decide what the needs are for servers in each role in the data center, and how servers that have combined roles

will affect that. They need to build a Bill of Materials (BOM) for the servers. To build that BOM for their servers,

WEHYySQa GSFY dzaSa /2y FAIdzNI GA2Yy al yFr3ISNI HanT hLISNF GAy3 -
management capability, the task sequencer, and a driver catalog, as well as Windows Pre-Execution (WinPE)-based

boot support. Originally introduced for SMS 2003 as a Feature Pack, OSD is significantly enhanced and improved in

Configuration Manager 2007, and fully supports deployment of all clients and servers running Microsoft®

Windows® 2000 and later versions of Windows.

Using OSD, Configuration Manager 2007 can easily and efficiently deploy standard server configurations across the
data center, complete with all current service packs and updates, and a standard set of applications. A key point
for data center deployments is that data centers can use a single tool to manage all their Windows deployments:
Configuration Manager 2007 offers full support for Microsoft® Windows® 2000 Server and later Windows Server
versions. Support for Windows Server® 2008 is scheduled for Configuration Manager 2007 Service Pack 1. Jane can
deploy to new servers, either updating or replacing OEM builds, or installing the operating system and applications
from scratch on servers with no operating system installed. OSD uses a standard image, and installs drivers as
required from the driver catalog.

Image Builds
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data center. Images have been a significant pain point for the team in the past, with the team facing two

unsatisfactory choices. Either they could build images that included every possible driver that might be needed in

the image, making it large and unwieldy, or they had to have different images for each possible hardware

variation. This has been particularly troublesome for server images with their redundant array of independent

disks (RAID) requirements and the issues of deploying servers that use a storage area network (SAN) instead of

local disks. Jane is enthusiastic,hog S@SNE | 62dzi / 2y FAIdzNF GA2Yy al ylF3aASNI HAanT Q:
packages and a driver catalog available that allows her to build a simple generic image and have drivers

automatically pulled in during the build as necessary.

Jane has faced another problem in trying to rationalize and manage images in the Contoso data centert how to
manage different server roles and applications. She had no good way to handle this management task without
having a large and unwieldy library of possible images, each with a different set of software and roles, or by
lengthy, manual, post-deployment installations and configuration. The new Task Sequencer in Configuration
Manager 2007, however, gives her the ability to quickly and simply build a set of pre-image and post-image tasks
into a single sequence that handles the installation and configuration. Images for OSD use the Windows Image
Format (WIM).

Task Sequencer

The new Task Sequencer in Configuration Manager 2007 is a powerful but easy-to-use tool that gives Jane and her

team a way to easily configure and automate the steps to build a new server. The Task Sequencer can also be used

to automate the steps necessary to capture the original operating system reference image. Task sequences can be

duplicated, edited, and exported or imported making it easy for Jane to build a library of standard task sequences

that cover the standard builds used in the Contoso data center. In addition, each step in the Task Sequence

NBLI2ZNIGA& adl ddza ¢KSy Al Oguidkiepsritieataus of buld@whike sedicingthey SQa G S| Y
time it takes to resolves issues when problems occur.

The Task Sequencer has more than two dozen built-in actions, while supporting custom actions that use a script or

executable. Animportantpoint¥ 2 NJ WFHySQa GSIY Aa GKFG GKS ¢+Fal {SljdsSyoSs
dza§ SEA&GAY3I aAONR&2FGt +A&dz f . arldt AONALIIA y26X | yR
new scripts.
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Remove

L3 Install Operating System
4 Boot to Windows PE
L3 HP Firmware
4 Run Command to install ProLiant ROM Flash
4 Install ROMPaq Firmware
L3 Contoso Baseline Server Partition Model
4 System Partition Creation
4 Secondary Storage Partition Creation
4 site Server Specific Utility Partition
4 Apply Operating System
A Apply Windows Settings
4 Apply Network Settings
4 Apply Device Drivers
LJ Setup Contoso Operating System
4 Apply Longhorn Image
A Setup SCCM Client
A Install Updates
L3 Install Software
L3 HP Chassis Maintenance
L3 Hardware Specific
4l Install ProLiant Support Pack
4 Install ProLiant Essentials Recovery Server Tools
A Install Smart Array Multipath Package
1_5 Server Management Utilities
4 Install HP Insight Management
4 Install ProLiant PCI HotPlug Controller App Suite
4 Install Secure Shell Component
&l Install WMI Wrapper
4l Install ProLiant Essentials Console
4 Install server Console Switch Update
4l Install ProLiant Integrated Mamt Display Utility
4 Install ProLiant ACU Update
L3 Communications
4 Install ProLiant Fast Ethernet NIC Suite
4l Install ProLiant Remote Insight
4 Install ProLiant Networking Software
L3 Office Applications
@ Install Office 2007
L3 Security
@ Install ForeFront Client Security
L SAP Applications
4 Install SAP Client
4 Install SAP Tools
._;';} Contoso LoB Applications
4 Command Line DNS Execution Batch
@ Run Remote Management Integration
L3 Adobe Applications
4 Install Adobe Reader

g =10l x|
.3 Properties l Options |
Type lNew Group
MName: IInstaII Operating System
Description: Actions ko run in Windows PE to install and
configure the image
Mo settings are required for this action.
OK I Cancel Apply. Help

Figure3. A typical TaslSequence

Driver Catalog

The Configuration Manager 2007 Driver Catalog gives Jane great flexibility and power in moving the Contoso data
center to automated deployment of server images. As new and updated drivers are available for the hardware in
the Contoso data center, Jane simply adds them to the driver catalog and updates the driver packages to point to

new drivers.
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This flexibility to have updated drivers available for all the hardware that is used in the data center without having

to build system-specA FA O AYlI 3Sa 3IA@BSE WHySQa G(SHY AYLERNIFYyd FtSEAOG
in the data center. Jane has a single base server image for all her servers. But from that she builds multiple servers,

each with different configurations of operating system and software packages for different workloads, giving her a

consistent, highly flexible, and yet fully automated approach to server deployment.
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Deploying

Using Configuration Manager 2007 for automating the deployment of servers saves time, saves resources, and
ensures that a consistent, repeatable, and managed process is used in the data center. Configuration Manager
2007 provides full support for automated deployment of computers running Windows 2000 Server and Microsoft®
Windows Server® 2003, including both 32-bit and x64 architectures. Windows Server 2008 support will be included
in Configuration Manager 2007 SP1, with additional abilities including support for Server Roles and Role Services.

Attempting to automate the deployment of computers running Windows Server in the data center has been a

major pain point for Jane and her Contoso data center staff. The existing tools are designed for Windows-based

Ot ASyid &aeaisSvya FyR KIFI@SyQil LINEOJARS RuirdmenSofflatagetdro Af Aie y S
servers. The addition of flexible driver packages and the new Task Sequencer make automating deployments in the

data center a compelling story for Jane: she now has the ability to perform deployments to servers with no

operating system installed, integrated deployments, and even fully offline deployments using removable media.

Pre-Boot eXecution Environment (PXE) boot support and Windows DS integration make full deployment of servers

that have no operating system installed simply a matter of plugging in the server and turning it on.

Server Deployment Architecture

Start Server

Deployment
Load Drivers from
Driver Lit Reboot to new 05
Steps in T
Install
Original 03 .
Yes No Canfiguration
Manager client Steps
In

¢ Final

Install Updatas o=

iz {Instat Agplict |
v Restare Seltings
Configure RAID .| Partition & Format Deploy OS v
Boot fo WinPE " Controller g HD image

Reboot to Final
Server
Steps in WinPE '

Figure 4. Server Deployment Architecture

Deploying With No Operating System

Deploying new servers often requires installing a new operating system on a computer that has no operating
system at all. Traditionally, this has required either OEM preinstallation, or a technician to insert removable media.
PXE-enabled network interface cards (NICs) allow for direct deployment of the operating system.

Operating System Deployment

Using Configuration Manager 2007 OSD and Task Sequencer, Jane can easily and efficiently deploy standard server
configurations across the data center, complete with all current service packs and updates, and a standard set of
applications or roles.

10



SYSTEM CENTER CONFIGURATION MANAGER 2007 AND THE DATACENTER

A key reason for Jane to move to Configuration Manager 2007 is that it lets her use a single tool to manage all of
I 2y G2 a2 Qdaséd HepldyrReats because it offers full support for Windows 2000 Server, Windows Server
2003, and Windows Server 2008 across both 32-bit and x64 architectures.

Configuration Manager 2007 fully supports deploying to new servers, either preinstalled with OEM builds or with
y2 2LISNIGAYy3 aeadaSy AyadrfttSREI 3IAGAYy3I WHySQa GSHY GKS
necessary using the Driver Catalog.

Integration with WDS for PXE Deployment

For servers that are deployed with no operating system at all, Jane uses the OSD integration with Windows DS to
deploy to PXE-enabled NICs. Windows DS, available as an update to Windows Server 2003, and included in
Windows Server 2008, uses TFTP to deploy the WinPE image to the target servers. WIinPE then retrieves the task
sequence defined for the server along with the published operating system and does the deployment.

Configuration Manager 2007 gives Jane the ability to preload PXE policies for new servers by MAC address or
System Manager Universally Unique Identifier (SMBIOS UUID). She lists each new server by MAC address in a
Microsoft® Office Excel® spreadsheet and then exports the spreadsheet to a comma-separated values (CSV) file.
The CSV file is then imported directly into Configuration Manager 2007.

Offline Deployment

Jane also has the ability to perform completely or partially offline deployment of servers. This allows her to easily

use her investments in the main Contoso data center to deploy servers to satellite data centers and even the small

branch offices that she is responsible for. Where there is a low bandwidth connection or no connection at all, she

can do a fully offline deployment. Sheknowsshe 6 2 y Qi KI @S & il GdzAa NBLRZNIAYy3IZ odzi &
standard and automated deployment, with everything done from the removable media. Supported media include

CD-ROM sets, DVD, and USB flash drive.

Standard and Consistent Deployment Result

Adzi 2 YIF GAy3a GKS &SNIWSNI RSLIX 28YS8Syid 2F /2yid2a2Qa RIGF OSyi
NBadzZ G . & dzaAy3d /2yFAIdzNI A2y al Yyl 3SNIwnnt G2 RSLIX 2

a predictable and repeatable standard. This simplifies maintenance and troubleshooting, reduces down time, and

gives her a consistently high quality across the data center.

Deploying Applications

Using Configuration Manger 2007 to deploy servers in the Contoso data center lets Jane include standard
applications as part of the task sequence used to build the servers, extending the predictability and consistency
beyond the operating system to the applications that are installed on it, and how they are configured.

Deploying Drivers

By using driver packages with the Contoso OSD deployments, Jane is assured of a consistent and up-to-date driver

footprint in Contoso images. She updates the Driver Catalog separately from the operating system and application

images, allowing her to easily include critical driver updates without requiring a complete rebuild of the images.

WEyS R2SayQi S@Sy KI @8K8eQiliedbai aKEiA®rBA6a BSGlI 6KS y
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Operating

There are many challenges that Jane faces in the daily operatioy’ 2 F / 2y G2&42Q&a RI GF OSYyGSNI®» V
Manager 2007 to help manage her operations more efficiently. The two biggest operating challenges Jane faces
are:

1 Software updates and distributiont keeping the servers in the data center up-to-date with the latest updates
and new software required, without impacting SLAs.

9 Server driftt ensuring that servers are within compliance tolerances of their expected and desired
configuration.

Jane uses the software distribution capabilities of Configuration Manager 2007, which use WSUS to handle
software updates, ensuring that updates only occur within defined Maintenance Windows to ensure that SLAs are
met. (WSUS can be found at http://www.microsoft.com/technet/windowsserver/wsus/default.mspx.)

To monitor and correct server drift, Jane uses the Desired Configuration Management (DCM) component of
Configuration Manager 2007 to first create the configuration baseline for each class of server that describes where A
the servers should be, and then report onthe compliance2 ¥ / 2y i242Qa ASNWSNABR (2 GKS ol 3

Software Update Management

Contoso has traditionally used SMS for update management of clients, but the enhancempnts in ponfigural:ion A
Manager 2007 give Jane the tools she needs to manage updates in the datacenter. ¢ KS 1 S@& o6SySTAda T2 N
team are:

9 Fully updated deployments
9 Granular control of updates
1 Maintenance Windows
9 Binary delta replication

Fully Updated Deployments

.80l daS WFHyS dzaS&a /2y FAIdzNI A2y al yI Ié&Nietheyarg (G2 RSLI 28
deployed in a fully updated configuration. The WIM format used by OSD helps Jane ensure that images are

maintained at current update levels without having to create new images for every change. Whether deploying a

single server or an entire Web farm, the new servers are deployed securely and with all updates already applied.

This not only reduces the initial deployment time, but ensures that no servers are deployed with vulnerabilities

that then require the servers to have additional updating before they are protected.

Granular Control of Updates

PaAy3d /2y FAIANI GA2Y alylF3ISNIwnntT G2 YrylFr3S GKS dzLRFGSa
of which updates are applied to which servers. Only those updates that are actually required for a given server role
need to be applied to the servers, minimizing the impact of updating.

Maintenance Windows

I YIFI22N) O2y OSNY F2NJ WIySQa -tcdate witholtgoing oBtaidg theirbgieédS G2 1 SSLI
maintenance period defined in the SLAs they have with their customers. This has traditionally required high levels

of direct interaction, especially following monthly release dates. Configuration Manager 2007 gives Jane an

important new toolt the Maintenance Window. A Maintenance Window is an allowed period of time that

Configuration Manager 2007 can use to perform configuration changes to a managed collection of computers. The

Maintenance Window isacollection-6 8 SR aSddGAy3 GKIFG FLIWIX ASa (G2 GKFG O2ff
server collections, Jane has the ability to directly tie the frequency and duration of the Maintenance Window to

her SLA for the collection.

12
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A Maintenance Window has a fixed start and stop time. Configuration changes such as Software Distribution

packagesoNJ { 2 Fii g NB | LIRFGS&a Oly o6S FaaAaaySR + aYFEGAYSE @I N
an update will take, ensuring that an update will only be applied if it can complete within the assigned

Maintenance Window, thus ensuring compliance with the terms of the SLA. During the Maintenance Window, the

@ AtFotS GAYS NBYFAYAY3I F2N dzLJRFGSa Aa NBOIFE OdzZ  GSR |
exceeded.

Updates are pre-staged to the managed computers prior to the Maintenance Window using traditional client
distribution technologies. When the window begins, the Configuration Manager 2007 Software Updates Client
Agent initiates the updates in the priority order prescribed. If any updates would exceed the allotted Maintenance
Window, they are postponed until the next assigned Maintenance Window where they move to the top of the
priority queue.

SAP Servers - Wesk Coast Properties E |

General Membership Rules |.ﬂ.dvertisements| SEcurit_l,II

Collection membership rules determing which resources are included in
the collection when it is updated. & membership rule can be a direct
assignmenkt ar a gquery,

Membership rules: 4_1, |_J ff' X
Rule . : |
data cenker servers Custom Schedule E
— Time
Start: | 116/ | w17 am —

[+ Update this coller [~ Fecurrence pattern

Oceurs every 1 dz  Hone Recur every G ronths on:
" weekly " Day E
= mMaonthly " The last day of the manth
" Custom Interval " The ISecl:-nl:I | I'-.-'n-'ednesdm =]

OF.

K, Cance| | Help |

Figure 5. Configuring a Maintenance Window
Binary Delta Replication

Finally, another important benefit for Contoso is that they are able to limit the size of transfers, and the network
traffic that they impose, by using binary delta replication. This is especially important for the branch offices that
Jane supports where the updates are staged down to the office using Background Intelligent Transfer Service
(BITS).
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Desired Configuration Management

A major challenge in the Contoso data centerisserverdriftt 1 KS (G Sy RSy O0eé 2F | aSNIBSNRA
over time outside the bounds of expected and desired change. Jane uses the new Desired Configuration

Management (DCM) to define configuration baselines for each collection of servers in the data center that identify

required and prohibited configuration items (Cls). Jane then audits the servers across the data center for

compliance. She is able to review server configuration changes on a near real-time basis, enabling rapid response

to critical changes that require intervention, while monitoring and reporting over time for less critical drift.

Benefits of DCM

02\

DCM is a core server managementenabler i K ¢ 3IA@Sa WryS + G22t G2 dz&aS KSNI 4St
YEyFr3aS /2yi2a2Qa RIFEGEFE OSYy(iSNX 5/a aidlFNIa gAGK | O2y FTA3

servers in the data center. This baseline can be updated and versioned to maintain a clear picture of where those
systems should be at any point in time. These baselines can also be nested, providing the ability to define a
customized server role made up of several associated baselines.

Monitor Configuration Drift

WI vy Eaf has awell-designed deployment strategy and infrastructure, and it does an excellent job of ensuring
that servers are deployed and configured according to the best practices and regulatory requirements of Contoso.
But, over time, the configurations have a tendency to drift from that initial deployment baseline. Some of that drift
is intentional, as updates and new applications are installed on the servers. Other drift is an unintentional by-
product of normal activity. DCM gives Jane the ability to monitor that drift, and update the baselines to reflect
intended changes.

Assured Regulatory Compliance

The Contoso Human Resources Department has stringent regulatory compliance requirements. Unrecognized and
unreported server configuration drift can be a serious problem for those divisions if it results in being outside
regulatory compliance. DCM, working with the site database and reporting capabilities of Configuration Manager
2007, gives Jane the ability to accurately report on per computer and overall compliance to both regulatory and
organizational standards.

Assuring Correct Server Configuration

Without a method for setting a clear baseline configuration, assuring correct server configuration was a difficult
FYR YFydzZ £ LINROSaa We Wkoadafoyed Bemorit&ingibhanges wWaSaNimd- & S NJ
consuming manual process that consisted of passive comparison of registry settingst a process fraught with
problems and requiring both time and expertise to determine which changes mattered and which were safely
ignored.

¢CKS yS6 /2yFAIdzNI GA2Yy alylFr3ISNIunnt GNRdzof SakK220GdAy3
for every client that has reported problems, enabling the team to quickly resolve outstanding issues to return to
full compliance.

The SMS 2003 DCM Solution began the process of getting configuration management under control, but DCM in
Configuration Manager 2007 drives this process forward, with a model-based and standards-based solution that
has version control, derivation, integrated authoring, scheduling, evaluation, and the development of a knowledge
ecosystem on which customers can build their corporate standards. DCM 2007 includes a conversion tool for those
who have used the existing DCM Solution.

How DCM Works

Jane used DCM to build a configuration baseline as the root for each collection of servers. The configuration
baseline is a type of configuration item (Cl) that is built up out of other Cls. Each Cl in the baseline is classified as
required, optional, or prohibited.
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Each configuration baseline can also be used to build additional configuration baselines, building up the final

baseline a layer at a time. So, for example, Contoso has a Standard Server Baseline that applies to all servers in the

data center. Any server that is also a Web server has a configuration baseline that includes the Standard Server

Baseline plus Web-specific Cls. An accounting server, which runs both a Web application and Microsoft® SQL

{ SNBSNUM wnnpZ 3SG& |y I RRineiplisdne khat cotels heSpediabsdurih 2 y FA I dzNI G A 2
requirements of an accounting server.

Web Specific Services

Office ggrr\r}gunications Outlook Web Access SharePoint Server 2007

Contoso Web Application Baseline

Forefront Security for

ISA Server Forefront for Exchange Sharepoint

Line of Business Services

BizTalk Server 2006 Exchange Server 2007 SQL Server 2005

Contoso Production Server Baseline

—

Windows Server 2003 Windows Server 2008
Figure 6. Nesting of DCM baselines ‘

Configuration Items

Cls are the basic units of a computer configuration that is managed by Configuration Manager 2007 and stored in
the site database. Cls are built using the Service Modeling Language (SML). SML is built on XML standards and
provides a rich set of constructs for modeling complex systems. Cls can be derived from other Cls, or duplicated
from an existing Cl and then edited. Derived Cls maintain a parent/child relationship, with changes to the parent Cl
being inherited by the child, but changes to the child Cl are for that Cl only.

The Cls that Jane uses at Contoso come from a variety of sourcest some come from Microsoft, some from other

software vendors. For internally developed line of business applications, the application developer created the Cl

F2NJ GKS | LIWX AOFiGA2yad ! yR GKSNB FINB az2yS$S GKFG wrySQa
four types of Cls that Configuration Manager 2007 uses:

91 Application Ct an Application ClI describes an application that could be installed on a managed computer.
That application can be required, optional, or prohibited. The Application Cl describes the expected settings
and configuration of the application. Application Cls can be authored by the application vendor and describe
the best practices the vendor expects for its application. As with other Cls, an Application Cl can be derived
or inherited from another Cl, allowing you to take a stock Cl from an application vendor and customize it to
your requirements.
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1 Operating System €Ithe Operating System Cl describes the specific operating system and settings that
could be installed on a managed computer. Installed features, roles, and role services can be part of the
Operating System Cl as well as the specific settings that are expected for the type of server it is.
 GeneralGliKS DSYSNIf /L A& dzaSR (2 RS&AONAROS OpeycF A I3dzNI (A 2
Cls. Specific hardware characteristics, for example, could be described in a General Cl. As with other Cls, the
Cl can be required as part of the baseline CI.
1 Software Updates @l a Software Update Cl describes a specific software update. This could be a service
pack, a hotfix, or other update. The Software Update Cl can describe updates for operating systems and
applications. Software Update Cls can be required as part of the baseline Cl.

Configuration Baseline

A configuration baseline is itself a Cl, but a complex Cl built up of other Cls. Like other Cls, it is versioned and
updated to reflect the current expected baseline for a specific type or class of deployed server.

Contoso Datacenter Server Properties E |

General PFules |Fie|ati|:un$hip$| .ﬁ.ssignmentsl Securityl

The Following rules contain configuration items and configuration
baselines ko define how compliance will be assessed on client
campukters,

Rules:

Cne of the Fallowing ioperating swskem § confiquration ikems miust
m Windows Server 2003 R2
ﬂﬂ Windows Server 2003 Service Pack 1

These applications and general configuration items are requirec

—_Ii'l Anki-wirus Scanner

If these optional application configuration ikems are detected, &
_E] Microsaft Configuration Manager 2007 - Database Server =
—_Ii'l Microsaft Configuration Manager 2007 - Management Pain
—_Ii'l Micrasaft Configuration Manager 2007 - Software Update
—_Ii'l Microsoft Exchange Server 2007

—_Ii'l Microsoft Exchange Server 2007 - Front-End Server
—_Ii'l Microsoft Exchange Server 2007 - Mailbox Server _ILI
-1 ... . -
[

R - -

a |

Delete |

ak. I Cancel Spply Help

Figure 7. A configuration baseline

Compliance Report

Setting baselinesinD/ a 3IA @Sa WIHyS (GKS FoAtAdGe (G2 Y2YyAG2NI I yR NBLEZN
with those baselines, and where the variances are.
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Conclusion

Configuration Manager 2007 gives Jane Doe and her staff the configuration and deployment management solution

they need to drive productivity and efficiency by reducing manual tasks and maximizing hardware and software

investments. Jane now has the ability to deploy fully configured and updated Windows-based servers by simply

plugging in the hardware and turning it on. The automated deployment of both full server configurations and

NBIlj dzZA NBR dzlJRIGS&a dGF1Sa FR@GIHyGlr3asS 2F GKS yS¢g TSI ddzNBa
a flexible and convenient way to ensure a consistent and repeatable server deployment. Updates are deployed in
Maintenance Windows to ensure SLA requirements are met, while maintaining a fully updated and protected data

center.

The Desired Configuration Management in Configuration Manager 2007 provides the ability to create and maintain
baseline configurations for each group or class of server in your data center, and then report compliance against
that baseline. This enables assured regulatory compliance reporting, and the ability to monitor and correct server
drift from the desired configuration.

The asset management capabilities of Configuration Manager 2007 have been enhanced by the addition and
AYyiSaNI GA2y 2F 'aaSi LydSttA3aSyOS AyG2 /2y FAIdNI GAZ2Y
additional functionality enabled by a new WMI provider.

Overall, Configuration Manager 2007 is an important component in the process of helping Contoso to use ITIL
guidelines and best practices to meet the challenges of their data center as it grows.
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